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The Violence Prevention (VIPRE) Initiative explores novel approaches to
preventing violent abuses carried out most frequently by state agents in contexts
of conflict. The Initiative suggests that it is possible to prevent such abuses in a
similar way to that in which we prevent, or minimize the damage caused by,
public health problems like traffic accidents, smoking, alcoholism, infectious
diseases, or firearm-related deaths. Efforts to prevent these problems focus not
simply on the ‘original causes’ of harm (driving while intoxicated, for example)
but also on mitigating the risk of harm and/or damage inflicted. once these
original causes are set in motion by placing ‘intervening’ obstacles or ‘firewalls’
in front of these risks/harms (constructing crash barriers on roads or cars that
beep when seatbelts are not worn, for example). Drawing on cutting-edge
insights from sociology, neuroscience, philosophy, and social theory, VIPRE
focuses on constructing similar ‘firewalls’ vis-à-vis political violences like torture,
the targeting of civilians and genocide.
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Sousveillance in Detention
Developing Autonomous Detention Monitoring
Jonathan Luke Austin and Anna Leander

- Executive Summary This white paper explores the possibility of reducing torture and abuse in detention through the
development of novel sousveillance technologies. Sousveillance refers to the adaptation of (electronic)
monitoring technologies (cameras, tracking devices, etc.) for the purpose of observing figures of authority
in different ways. We propose that detention monitoring technologies (cameras, tape-recorders, two-way
mirrors) can be considered sousveillance devices, noting that the introduction of such technologies to the
domestic policing systems of European and North-American states has dramatically reduced instances of
detention-based violence historically. Presently, however, a series of social, practical, and technical
difficulties have prevented the use of detention monitoring technologies in many of the situations where
violent abuse is most likely to occur (military occupations, counter-insurgency campaigns, and less-wealthy
nation states). In this white paper, we describe a series of potential technological solutions to these
difficulties, constructed through a horizon scan carried out with engineering and other technical partners
and which – we propose – have the potential to allow for the expansion of sousveillance tools.
We focus on detention monitoring technologies because (aside from historical precedent) an extensive
literature exists that stresses the importance of being observed (by surveillance cameras or otherwise) for
altering behaviour (Chartran and Bargh 1999, Dzieweczynski, Eklund, and WJ 2006, Jones and Nisbet
1971). In particular, a large body of evidence exists to suggest that (for differently theorized reasons)
socially-desirable behaviour tends to increase when someone knows they are being watched (Sproul et al.
1996, Wicklund 1985). More specifically, people tend to follow pre-designated ‘rules’ (socially normative or
not) more completely when they are under observation (Milinski, Semmann, and Krambeck 2002,
Wedekind and Braithwaite 2002, Barclay 2004). This literature thus foregrounds the importance of
sousveillance devices in ensuring the legal-normative acquiescence of authority figures to relevant standards.
Moreover, the need for material interventions like these into questions of political violence has only grown
due to a set of interdisciplinary insights that have converged around a model of human cognition and
practical behaviour describing how many things ‘done’ in the world are provoked less by rational or
reflexive deliberation, of whatever kind, and more through ‘unconscious’, ‘systems-one’, ‘affective’ or
‘practical’ forms of cognition (Pouliot 2008, Hafner-Burton et al. 2017, Kahneman 2011, Damasio 1994,
2012, Gendler 2008). These theories allow us to conceptualize ‘norm-discordant’ events in which the cause
of action X (violent abuse) is not belief in action X (e.g. the moral, political, etc. acceptability of violent
abuse) but, instead, a set of alternative (material, aesthetic, and affective) factors endogenous to the
situations where abuse occurs but which are not necessarily innate to individual or organisational traits.
Importantly, these theoretical claims now have strong evidence for their validity in the study of violence. It
is now known that abuse carried out by security forces can occur unintentionally due to environmental,
material, emotional, affective, and other factors (Austin and Bocco 2017, Austin 2016b, a, 2017b, a, Collins
2007, 2013, 2015, Forthcoming, Weenink 2013, 2014, 2015) rather than any individual or organisational
desire to actually engage in such abuse. These findings suggest that efforts to prevent violent abuse require
interventions that move beyond a sole focus on attempting to improve the character of individuals or their
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societies and towards an effort to disrupt other (non-cognitive) driving-forces of abuse. The development
of new sousveillance technologies may be crucial in this task because norm-discordant events like violent
abuse typically occur “when a subject’s environment is unstable, atypical, or undesirable… or when a
subject is reality-inattentive in certain ways” (Gendler 2008, 554). Indeed, a growing literature suggests that
the ‘materiality’ of the situations or environments in which people find themselves can very often drive
unintentional, non-reflexive, and/or unconscious behaviours (Latour 1999, Clegg et al. 2013, Cunha, Clegg,
and Rego 2014, Austin 2016b, Gino and Desai 2012). Improving the socio-technical stability of the material
environments in which security forces operate thus has the potential to reduce instances of abuse, as seen
in domestic policing settings across Europe and the USA (National Defense Intelligence College 2006).
Following the above, this white paper is based on a horizon scan concluding that it is now possible to
design a device we term a Detention Recording Automation Black Box (DRAB). Analogous to efforts to
produce ‘flat-pack’ humanitarian shelters, a DRAB is envisaged as an entirely self-contained detentionmonitoring technology, powered by high-capacity batteries or fuel cells, storing data on high-capacity and
high-resilience solid-state mediums, and employing state-of-the-art imaging analysis to log instances of
potential abuse. A device like this could be designed to promote norm-concordant behaviour among
security practitioners much as other surveillance systems do: through the promotion of rational and
reflexive thought, based on the ‘prompt’ that being aware one is being observed provides. However, it
would achieve this in a self-contained unit that can be shipped en masse to relevant detention settings and
be bolted or cemented into place in an improvised fashion, intended to operate autonomously for several
years before human intervention (for charging or data-extraction) is required. Within the scope of this white
paper our proposal to develop such a device is, of course, speculative in nature. The question of
concretizing these proposals is something we therefore turn to at the conclusion of the paper before, first,
detailing the conceptual and empirical need for expanding the place of sousveillance devices, conducting a
horizon scan of new technological possibilities in this area, and then outlining the necessary future steps
that would be required for these possibilities to be actualized.
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Introduction
How do we prevent forms of political violence like torture, the targeting of civilians, post-electoral violence,
and so on? Typically, the answer to this question is ideational (Sikkink 2011, Risse-Kappen, Ropp, and
Sikkink 1999). The consensus has been that improving the character of individuals or their societies through
normative interventions will eventually lessen abuses of human rights and/or humanitarian law (Pinker
2011). And there is truth to this belief. Society does seem to have ‘improved’ through radical social and
political shifts in its (ideological) organization (Ibid). However, emerging trends within political science,
sociology, cognitive neuroscience, and beyond, make it possible to think differently about prevention.
Increasingly, each of these fields has developed models describing how many things ‘done’ in the world are
provoked less by rational or reflexive deliberation, of whatever kind, and more through ‘unconscious’,
‘systems-one’, ‘affective’ or ‘practical’ forms of cognition (Pouliot 2008, Hafner-Burton et al. 2017,
Kahneman 2011, Damasio 1994, 2012, Gendler 2008). These theories are particularly relevant in that they
allow us to describe ‘norm-discordant’ events in which an individual’s behaviour contradicts their own
ideas/beliefs. A basic example here would be that of “an avowed anti-racist” who “exhibits differential
startle responses when Caucasian and African faces are flashed before her eyes” (Gendler 2008, 553).
In line with these insights, those studying forms of violent abuse ‘up close’ also find that abuse often occurs
in policing and military sectors ‘unintentionally’ due to environmental, material, emotional, affective, and
other factors (Austin and Bocco 2017, Austin 2016b, a, 2017b, a, Collins 2007, 2013, 2015, Forthcoming,
Weenink 2013, 2014, 2015). Just as the more basic example of ‘racist anti-racists,’ there is now strong
evidence that violent abuse is carried out by those who hold strong beliefs against carrying out such practices.
These findings do not neuter the importance of a focus on society, politics, and power as driving violence
but do suggest that something more is needed than shifts in socio-political norms to prevent violent abuse.
In short, they suggest a need to prevent individuals who already normatively recognize the undesirability of
violent abuse from, nonetheless, slipping regularly into its use (Austin and Bocco 2017, Collins 2007).
VIPRE is premised on these interdisciplinary findings and, in particular, on the idea that norm-discordant
behaviours emerge “when a subject’s environment is unstable, atypical, or undesirable… or when a subject
is reality-inattentive in certain ways” (Gendler 2008, 554). This focus on the ‘environmental’ factors that
push individuals towards undesirable behaviours links to a broader set of sociological, psychological,
anthropological, ergonomic and other studies that have explored how the ‘materiality’ of the situations or
environments in which people find themselves can often drive non-reflexive or unconscious behaviours
(Latour 1999, Clegg et al. 2013, Cunha, Clegg, and Rego 2014, Austin 2016b, Gino and Desai 2012).
With that focus in mind, this VIPRE white paper will speculatively explore certain technological avenues
through which it might be possible to positively alter the material environment or taskscape (Ingold 2000)
in which military, policing, or other security practitioners operate. If such socio-material changes can be
imagined they may be able to serve as a complementary means of preventing violent abuse to those that
are currently dominant (legal or normative interventions, principally), promoting norm-concordant
behaviour more fully than is currently the case. Our early explorations here are focused on the possibility
of employing this ‘materialistic’ strategy of prevention to reduce instances of detainee abuse (torture,
inhuman treatment, execution) and have been developed through horizon-scanning collaborations
with technical specialists and the research of the core team, including prior work consulting with military
and policing practitioners to ascertain their specific needs.
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Surveillance and Sousveillance in Detention
As part of its horizon scanning activities, VIPRE proposes that new technical developments within
computer and industrial engineering fields open up the possibility of re-designing and deploying detentionmonitoring technologies in as yet untested and unimagined ways. Detention monitoring is an important
bulwark in violence prevention efforts given the existence of an extensive literature that stresses the
importance of being observed (by surveillance cameras or otherwise) in altering behaviour (Chartran and
Bargh 1999, Dzieweczynski, Eklund, and WJ 2006, Jones and Nisbet 1971). In particular, a large body of
evidence exists to suggest that (for differently theorized reasons) socially-desirable behaviour tends to
increase when someone knows they are being watched (Sproul et al. 1996, Wicklund 1985). In particular,
it is notable that people follow pre-designated ‘rules’ (socially normative or not) more completely when
they are under observation (Milinski, Semmann, and Krambeck 2002, Wedekind and Braithwaite 2002,
Barclay 2004). As Ariel et al (2015, 517) write:
Much like sentient observers, mirrors, or even pictures of eyes, cameras not only make us continuously
conscious of the fact that we are being watched, but also drive us to compliance. If we become aware
that a video camera is recording our actions, we may also become more conscious that unacceptable
behaviors will be captured on film… ‘Getting-away’ with rule breaking is thus far less conceivable…
Cameras can therefore be viewed as ‘credible threats.’

Cameras, in this conception, evoke forms of self-monitoring beyond immediate in-group dynamics and so
incorporate more fully societal norms into what are otherwise private situations. Ariel et al’s understanding
of this process focuses on the deterrence effects this can have on individuals rationally considering what
will occur if they take action X or Y. One can extend this conceptualization, however, through the
neuroscientific concept of the ‘somatic marker’ (Damasio 1994, 2012). As Antonio Damasio (1994, 174)
writes:
Somatic markers are a special instance of feelings generated from secondary emotions. Those emotions
and feelings have been connected, by learning, to predicted future outcomes of certain scenarios.

Somatic markers work as ‘prompts’ that push people out of a logic of practical action towards more selfreflexive deliberation by connecting a particular situation and its mood, affective orientation, or material
constitution to previously learned information. The most basic example here includes the panic induced by
a fire alarm, which pushes people (through less rational means than those described by Ariel et al) towards
the exits of a building (Ringmar 2017). As Damasio (1994, 173-174) continues:
[The somatic marker] forces attention on the negative outcome to which a given situation may lead, and
functions as an automated alarm signal which says: Beware of danger ahead if you choose the option
which leads to this outcome. The signal may lead you to reject, immediately, the negative course of
action… There is still room [here] for using a cost/benefit analysis and proper deductive competence,
but only after the automated step drastically reduces the number of options.

This perspective provides more nuanced ways of understanding how the introduction of surveillance
systems including tape recorders, CCTV, two-way mirrors and related devices into the domestic police and
prison systems of wealthy nation states has significantly improved the behaviour of interrogators, guards,
and others vis-à-vis the welfare of prisoners and in line with domestic and international legal standards (see,
for extensive discussions on this, National Defense Intelligence College 2006). Surveillance cameras operate
as somatic markers that disrupt automatic sequences of action and compel greater cognitive deliberation
based on our learned experiences of what these devices signify: the possibility of being caught doing wrong,
the importance of broader societal norms, the dangers to the ontological security of the self in engaging in
certain acts, etc. Importantly, considering the effects of surveillance apparatuses in these terms moves us
4
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beyond rationalistic interpretations (e.g. deterrence) towards incorporating connections between emotion,
rationality, consciousness, and reflexivity (Damasio 1999, De Sousa 1991, Johnson-Laird and Oatley 1992).
The purpose of detention monitoring technologies is, in broader and hence more political terms, to act as
a form of sousveillance (inverse surveillance, surveillance from below) in which surveillance technologies are
repurposed to “observe those in authority” (Mann 2003, 332). Sousveillance can take different forms, but
generally works by “appropriating [the] tools of social controllers and resituating those tools” in order to
hold “a mirror up to the establishment” (Mann 2003, 333). While more radical understandings of
sousveillance have involved citizens directly surveilling figures of authority themselves (through portable
cameras, etc.), the now longstanding introduction of detention monitoring technologies to the domestic
policing activities of European and North American states can be theorized in similar terms. Several
practical difficulties, however, have prevented the introduction of sousveillance devices to the following
two key cases in which violent abuse is most likely to occur:
1) Less materially wealthy nation states where security forces are often poorly trained, remunerated,
and/or motivated, but which do not possess the resources to properly utilise detention-monitoring
devices in ways that effectively reduce violent abuse, and;
2) The military operations of (advanced) armed forces conducting ‘high-stress’ counterinsurgency
campaigns, military occupations, or other activities in theatres like Iraq, Syria, or Afghanistan.

Effective detainee monitoring is generally not employed in these two use-cases for several reasons. Firstly,
detainees in military operations are most at risk of abuse at or quite soon after their point of capture.
Typically, this occurs in situations of extreme material deprivation: in remote areas or in temporary
detention facilities established near forward operating bases, etc. It is precisely in these environments, when
individuals find their situation to have become “unstable, atypical, or undesirable” (Gendler 2008, 554) that
norm-discordant behaviours are likely to emerge non-purposefully. However, these environments are also
precisely those that are likely to lack adequate electricity, construction equipment, and/or personnel to
operate surveillance equipment effectively. Indeed, as Figure 1 demonstrates, designs for the construction
of temporary detainee camps typically encourage the use of “existing structures when possible to reduce
construction requirements,” and note that the specific “size and configuration of compounds” as well as
“close-confinement areas” will always “vary based on the situation.” In cases like these, implementing
manned surveillance systems has typically been a technical and practical impossibility, despite the far greater
risk of abuses like torture that these improvised and low-tech practical situations tend to generate.
Secondly, the strict security requirements underlying military operations mean the use of surveillance
equipment is often more complicated than in policing operations: any surveillance undertaken in military
facilities must be able to guarantee that it will not allow adversaries to gain information, for example. The
result is that permanently inter or intra-net connected surveillance systems are generally not favoured in
temporary facilities due to the risk of their penetration by adversaries. Likewise, military organisations often
wish to ensure great control over the information gathered during detention operations, and surveillance
activities – when not properly implemented – are often feared to risk the secrecy of the intelligence being
gathered by its on-the-ground staff. Thirdly, the use of detention surveillance technology in less-wealthy
nation states is often problematic. For example, the implementation of Security Sector Reform (SSR)
programmes in various economically less-developed states has often involved the provision of similar
surveillance systems to those found in Euro-American states to the policing or military forces elsewhere.
While laudable in their ambitions, the provision of this equipment rarely generates the desired effect for
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Figure 1: A US military schematic of ideal-type detention facility

practical reasons. In cases like that of the Beiruti police forces in Lebanon (on which VIPRE has conducted
research), for example, equipment provided under SSR schemes has generally gone unused due to A) a lack
of electricity to permanently power the devices in question and B) a lack of sufficient personnel to man
these operations properly. The general result is that cases of violent abuse do not reduce in these areas.
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A Horizon Scan of New Possibilities
Based on its prior conceptual and empirical work, VIPRE has begun early collaborations with technical
specialists in order to uncover emerging technological innovations that present the possibility of
overcoming the dilemmas that currently prevent the use of sousveillance devices in many detention
settings. This endeavour has involved drawing together preliminary knowledge from sociologists,
political scientists, design scientists, computer scientists, and engineers working in the fields of energy
science and mass storage systems (see below for a fuller discussion of each of these). Taking this
knowledge together, this white paper now speculates that it is technologically possible to produce
detention monitoring systems that not only have the potential to reduce instances of violence but to do
so while fitting within the practical, operational, and environmental limits that have previously seemed
to prevent the introduction of sousveillance devices into settings where detainees are at high risk.
Specifically, it is now possible to imagine the development of an entirely self-contained detentionmonitoring technology, powered by high-capacity batteries or fuel cells, storing data on high-capacity and
high-resilience solid-state mediums, and employing state-of-the-art imaging analysis to log instances of
potential abuse. The goal of such a device can be made clear by analogy to humanitarian efforts to produce
‘flat pack’ shelters for refugees and displaced persons, which provide critical elements of the material
conditions vital to survival (for refugees, displaced persons, those in natural disaster zones, etc.) without
relying upon the prior existence of extensive material infrastructures and in ways that ensure their easy and
swift deployment across the world. The new technical developments described below make it possible to
imagine designing and engineering a device that would work similarly in military or policing detention
settings and have the potential to significantly reduce instances of torture and other forms of violent abuse.
With its technical partners, VIPRE preliminarily designates a device of this type as a Detention Recording
Automation Black Box or DRAB. However specifically engineered, the goal of a DRAB would be to
promote norm-concordant behaviour among security practitioners much as other surveillance systems do:
through the promotion of rational and reflexive thought, based on the ‘prompt’ (or somatic marker) that
being aware one is being observed provides to all individuals. Distinctly, however, such a device would
achieve this in an entirely self-contained unit that could be shipped en masse to relevant detention settings
and be bolted or cemented into place in an improvised fashion, and which would be intended to operate
autonomously for several years before human intervention (for charging or data-extraction) is required.
Moreover, the device could be designed to incorporate an action-recognition technology in which the
images recorded could be filtered to automatically log potential instances of abuse in detention without the
need for constant monitoring by human personnel. In short, a DRAB would not require the external
electrical power that is so often unavailable, and neither would it require the presence of personnel to
observe the recorded audio-visual content. In order to develop such a device, a combination of core
emerging technological developments will be key, specifically:
1.

Energy Science and Technological Engineering innovations in developing ‘offthe-grid’ power solutions.
Rapid advances in battery technologies and/or fuel-cell technologies (Sharaf and Orhan
2014, Suominen and Tuominen 2010, Chan et al. 2016), as well as energy-aware video
encoding techniques (Lee and Kim 2012), have recently made the deployment of
autonomous (‘off-the-grid’) monitoring solutions possible. These already have proven use
cases in infrastructure protection systems. In the development of a device like the DRAB
these solutions would also need to be modified in order to fulfil the MIL-STD-810 or
Environmental Engineering Considerations and Laboratory Tests established by the United States
7
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military, which serve as a global benchmark for considering the ‘reliability’ of equipment
used in military settings. Specifically, the power technology utilised by a DRAB would
need to be designed to remain operable within operating temperature ranges of –40 °C
and +85°C, to withstand operating shocks of 1500g based on a half-sine shock pulse of
0.5ms and operating vibrations of 10Grms random 20-2000Hz.
2.

Mass Storage Systems innovations in developing high-capacity and high-reliability
(rugged) solid-state storage technologies.
Aside from power supply and management issues, difficulties in creating a sufficiently high
autonomously contained storage medium for captured imagery that would make a device
like a DRAB possible have become more tractable due to the development of highcapacity, low-power use, solid state NAND flash storage mediums. Relatively costeffectively, it is now possible to combine these storage mediums with ‘off-the-grid’ power
solutions in order to create an ‘all-in-one’ detention monitoring system. This storage
system would also require construction techniques that meet the aforementioned MILSTD-810. In addition, the storage device would require further security measures,
including the inclusion of self-encrypted drive (SED) technologies, which can
automatically encrypt written data without user or host intervention, in order to manage
the encryption requirements of high-sensitivity security operations. Finally, the device
would require the integration of secure data elimination technologies, comprising
comprehensive crypto and block erase protocols (Budd 2016b, a).

3.

Computer Science and Cybernetic innovations in developing real-time algorithmic
‘action-recognition’ in video and audio tools:
Because a device like a DRAB would be designed to be an autonomous and thus
unmanned (i.e., in this case, ‘un-observed’) monitoring system, the integration of
automated real-time computer analysis of video and audio data may be critical. Typically,
automated image analysis technologies are employed for kinetic military applications (i.e.
on aircraft), for monitoring vehicle or pedestrian traffic, or within domestic CCTV
surveillance systems (Wang and Schmid 2013, Laptev et al. 2008, Lieu, Luo, and Shah
2009, Liu, Luo, and Shah 2009, Duchenne et al. 2009). Within several of these applications,
action-recognition technologies have been developed that focus on detecting violence
(mainly street-fights) (Arceda et al. 2016, Zhang et al. 2016, Zhang et al. 2017, Sultani,
Chen, and Shah , Datta, Shah, and Lobo 2002, Giannakopoulos, Pikrakis, and Theodoridis
2010, de Souza et al. 2010, Hassner, Itcher, and Kiliper-Gross 2012, Deniz et al. 2014,
Bilinski and Bremond 2016, Zhou et al. 2017). In the case of sousveillance technologies
like a DRAB, this technology would need to be adapted to flag potential instances of
abuse, for later review and investigation. Two variations on this aspect of a DRAB can be
envisaged. The first involves the contained logging/flagging of potential instances of abuse
for later review by security practitioners (in the case of complaints made and/or for general
auditing). The second involves the communication of possible instances of violent abuse
to command centres in real-time. The implementation of one or the other use-case would
depend heavily on operational conditions.

The three technological innovations described make the development of a technology like a DRAB
speculatively possible, VIPRE proposes. A preliminary schematic of what such a device might resemble if
produced for these purposes can, indeed, now be seen in Figure 2 (for further discussion see Austin 2019).
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Figure 2: Speculative Schematics of a Detention Recording Automation Black Box
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Further Research Requirements
The ideas presented in this white paper are speculative, based on VIPRE’s earlier basic research and
collaborations with engineering scientists. Substantial further research will be required to ascertain how a
sousveillance device like a DRAB would need to be designed and constructed in order to meet both the
social and technical needs of its proposed operating environments, before a full design, prototyping, and
testing process could begin. Core to achieving these further steps will be the theoretical framework
developed by VIPRE Lead Researcher, Austin (2019), which combines the insights of ergonomic,
design, and social scientific theory. Further efforts will also need to be made to link social scientific
research to that of engineering and other applied sciences (computer science, particularly).
For example, as Figure 2 indicates, the configuration of a device like the DRAB would need to be practically
and ergonomically designed with the needs of military and policing practitioners in mind. In some cases,
this would involve ensuring the device can be fully encrypted and sealed from transmission signals, for
instance. It would also require a fully open-source operating platform. Ascertaining the specific practical
requirements of novel sousveillance technologies like these will require a consistent process of co-design and
collaboration with relevant practitioners. Achieving this means conducting extensive social scientific
consultation and study of the practical environments (prisons, combat settings, and so on) in question.
Moreover, the design of a DRAB-esque device would require the insights of design science in order to
ensure the base goal of the device – preventing violent abuse – is maximized in its potential. This will
require placing significant attention on the aesthetic and engaging facets of the device, to ensure (see above)
that it activates certain norm-concordant ‘somatic markers’ within the minds of military practitioners. For
example, the design of the operational indication light (See Figure 2, above) will require considerable testing
and iteration. In this regard, the design principals of the device will be similar to other applications where
‘attention’ is desired from an audience (e.g. speed signage, emergency protocols in airplanes, etc.).
Finally, it is clear that the design of new sousveillance technologies cannot be approached technocratically.
Intervening in the conditions surrounding detention facilities is a social and political act, with potential
negative consequences (vis-à-vis, for example, questions of privacy and other forms of state-led violence).
While it is possible to speculate about the development of devices like a DRAB, equal attention must thus
be given to the ethical and political implications of such devices through consultation with a far broader
range of stakeholders, including civil society groups and international organizations, most particularly.
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